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CHAPTER 1

INTRODUCTION
101. Purpose. This pamphlet explains the basics of managing computerizediiaior

102. General. The basic Marine Corps doctrinal guidance on information and its management is
the Marine Corps Doctrinal PublicatioCDPs) and Marine Corps Warfighting Publication
(MCWP) 623, Information ManagementThis pamphlet supplements those publications by
providing information on techniques and procedures for managing informaloorg, with

explanations of why these techniques and procedures are necessary.

103. Basic Technique

a. The basic technique discussed in this pamphlet is the creation of information frasnework
This is not a new technique. ks long been used in managing information recorded on paper.
Marine Corps6 examples of information framewo
appendixes, and tabs in (1) MCVBHA, Marine Corps Planmg Procesgor the operations
order; (2) the Naval Standard Subject Identification C48&4C) system; (3) the SSlieased
file outlines maintained by units; and (4) the S®3ed message routing guteated and
maintained by commands.

b. The basic concept behind this approach to information management is that tracking
individual pieces of information in a large, complex body of information requires a structure of
well-identified categories that primles a specific place for every piece of relevant information.
When a piece of information is generated, it is initially labeled with an appropriate standard
name (or names). It is then placed in its correct location. The 8®l@he names of operation
orders annexes, appendixes, and tabs provide structures of standard terms for first categorizing
individual pieces of information and second for identifying the specific locations to place pieces
of information. If an identified category has not been created for important information,
the important information will never be captured.

c. When information is kept on paper, the paper is (1) placed in the appropriate file folder or
(2) given an appropria annex, appendix, or tab title and placed in an operations order. When
information is in a computer file, it is given a file name and placed in an appropriate computer
folder or directory.

d. Organizations that effectively exploit information mustate information framewosk
such as are described herein. It is possible to create an infinite number of different pieces of data
about any object. Without creating and using a standard information framework, those creating
information will often provide products of little or no use.
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104. Impact of Computerization

a. Computerizatiohas increased the importance of information management techniques
described in this pamptl. Computebased sensors can produce hundreds or thousands of
pieces of data in less than a minute. No organization can afford to hire enough people to
manually process and analyze this high volume of data. Rather, organizations use computer
tools sub as statistical programs, spreadsheets, and databases to analyze large quantities of data.

b. For these tools to be effective, the data names assigned by a cdmagettsensor when
it creates data must be the same names used by its supportingatiis aoftware If a sensor
is sending out data on a T72 tank (notice the lack of a hyphen or dash) and the data analysis
software is set up for a2 tank (including the hyphen or dash), the T72 tank data may be
unrecognized by the data analysis software.

105. Creating Useful Information

a. Information is valuable when used for making decisions. A piece of information has no
value or importance by itself. The fact that-@Ztank exists is useless. The fact that an enemy
T-72 tank is at a particular road junction and moving towards friendly forces can be useful,
however. Such information may indicate that the enemy is advanttirgginformation has
great value. The inforntian that the tank is moving towards friendly forces can be used to
decide whether to warn frotihe troops of a possible attack, fire artillery, or shift forces.

b. Because of the large amounts of data that either exist or can be created quicdiyhene
primary aims of information management is to find or create those few (usually five to nine)
pieces of information that are most important in a particular situation. In terms of Marine Corps
information hierarchyrawdata must be processed to create, first, processed data (i.e., organized
data) and then, second, knowledge. This knowledge is then converted into situational awareness
by decision makers and becomes the basis for makingiolesi

c. Useful information must be available in a timely manner. If important information is
located somewhere in an information system but no one can easily access it when it is needed,
the information is useless, and the information system hasl fail

d. Thus, good information management provides decision makers and those who support
them with the information they need when they need it for mission success. To provide quality
information, data must be created using standard terminology, conatedjiprocessed to
locate and/or create the few important pieces of information, and finally presented to decision
makers in a form they can easily understand.

106. Pamphl et ds Approach
a. This pamphlet uses the term information in the manner that MICOBmmand and

Control, defines the term: a collective term that includes in order of increasing sophistication
and value raw data, processed data, knowledge, and understanding
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b. Because this pamphlet is intended to complement the Marine Corps Doctrinal Publications
and MCWP6-23, it provides only the concepts neddo understand the techniques and
procedures described in this manual. Readers should also review the MCDPs and GWP 6

C . Chapter 2, fAnConcepts Bearing on Manageme
concepts that serve as rationales for négies and procedures described in Chapter 3.

d. Chapter 3, ATechnigues and Procedures to
information management techniques and procedures.



CONCEPTS, TECHNIQUES AND PROCEDURES FOR INFORMATION MANAGEMENT

CHAPTER 2

CONCEPTS BEARING ON MANAGEMENT
OF
COMPUTERIZED INFORMA TION

201. Purpose. This chapter explains concepts that illuminate why and how an information
frameworkis built, maintained, and used to manage information. Computerized information is
very similar to information recordezh paper, but there are some aspects of computerized
information that are not intuitively obvious to those without experience in creating situational
awarenesfrom computerized information. This chapter presents thesetagseconcepts and
explains their relevance to managing geographic information. The chapter is divided into three
parts. The first part contains introductory concepts, including some passages froméMCDP
Command and Contrpbn the nature of information. The second part discusses concepts that
explain why it is necessary to have an information framework. The third part discusses concepts
relevant to structuring an information framework.

PART 1: INTRODUCTION
202. General

Computers operate in ways that require people to adopt new perspectives and procedures. This
is because computer strengths can also be their weaknesses. When two people talk with each
other, they share a common language. Theyas&erbal communication means such as

shrugs and nods in addition to words, and their mental processes compensate for ambiguous
terms, slang, and the use of different terms to communicate the same thought. If someone tells a
friend to meet him at his gathe friend understands what is meant. And if the friend replies that

he would like a ride in the automobile, the meaning is clear even though a different word is used
for car.

Computers work very precisely and very fast. When data is received frtimplensources (a
key concept in netentric warfarg this great advantage can be a disadvantage because different
data sources may use different terms or words for the same idea. For example, one source may

ue the term ficaro, another might use fAautoodo,
computer receiving and processing the data is
equal to fAcar, o it wild/l onl yg ptrrirog etré rympit oxres.s

I nformation with the terms Aautoo and fAaut omo
of computers becomes a weakness.

Further, increases in information volume and improvements in the capabilities of sensors and

other devicesat generate and transmit information have increased the chance of information

overload The few and better pieces of informatio
collection means are at risk of getting lost in emereasing masses of information being
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produced. Itis no longer possible to have a person check and if necessary, change every
incoming piece of information so it is compatible with the computer system receiving it.

This reality is widely understood. Bits to solve the problem have a variety of names: data
mining, knowledge management and information management.

Lost among these names and terms are these key concepts

You and | (and all other users of inbrmation) need the right information in the right
form at the right time.

The human mind can follow only five to nine changing objects at a time

Because of this, the significant purpose when working with information is the same now that it
was before amputers were used: find or create those few pieces of information that illuminate a
particular situation or that allow a person to understand a situation. Advances in creating,
processing, and communicating information have no effect on the abiligopfepto absorb and

use information.

Also lost in discussions of sophisticated computer databases is the simple truth that a piece of
information is a representation of something, not the thing itself.

Information is valued because far better resuktsaghieved when information is used to plan

and monitor events than when events occur without a plan or supervision. It is usually much
easier to produce a piece of information than to produce that which the information represents.
Information is the fandation of planning and supervision.

The relative ease of producing and manipulating information can hurt as much as it helps. lItis
easy to make any number of errors wiBhiisnfaorm
popular expression for this reality. This is why it is important to understand certain basic

concepts of information.
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203. Marine Corps Doctrine on Information

Doctrinal publications provide good insights into th
nature and uses of information. One of the best
insights is in Marine Corps Doctrinal Publication 6
(MCDP 6), Command and ControlFigure 3 in that
publication, AThe Ol nfso
at right.

As illustrated in the figure, the complexiby
informationvaries widely. The simplest pieces of
information are called data or raw dafBhe most
complex are called understandinGenerally,
understanding is achieved by starting with large
guantities of data and processing it (in the broadeq

| UNDERSTANDING |

Synthesized, visualized

Gives greater
situational

meaning to

| KNOWLEDGE |

Evaluated, integrated, analyzed

Gives some

meaning to

{PROCESSED DATA|

Formatted, plotted,

translated, correlated

Examples:

Situational

Examples:
Situation report

Call for fire

sense of the term) to arrive at small, wietused
statementshat convey knowledge and Puts in
understanding.

understandable
form

Example:
Encrypted

I RAWDATA |}

Raw signals

transmission

Figure 3. The information hierarchy.

Situational awareness generally understood to be essential for success in any endeavor. As
MCDP 6 states:

The highest clasof informationhierarchy is understandinrdgnowledge that has been

synthesized and applied to a specific situation to gain a deeper level of awareness. We may
knowwhat is going on and wenderstandwhy. Understanding results when we synthesize
bodies of knowledge, use judgment and intuition to fill in the gaps, and arrive at a complete
mental image of the situation. Understanding means we have gained situational awareness
Understanding reveals the critical factors
vulnerabilities. It reveals the patterns and logic of a situation. Understanding thus allows us to
anticipate eventsto recognize in advance tkensequences of new or impending developments
or the effects of our actions on an enemy. We try to make understanding the basis for our
decisions although recognizing that we will rarely be able to gain full understanding.
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PART 2: CHARACTERISTICS O F INFORMATION
204. Information: Arbitrary Symboldsed to Approximate Reality

Information represents selected aspects of reality. Information is not reality. Regardless of how
much information we have on any object, thi@imation cannot represent all aspects of that
object. For information to be an effective tool (that is, if leaders are to have situational
awareness those managing information must understand the following:

A symbol (forexample, name, number or icon) selected to represent an element of information is
ultimately arbitrary. As was pointed out in paragraph 202, we can use any of several terms to
represent something. In paragraph 202, the terms car, auto, or automobilsedk:te represent
personal transportation vehicles. Indeed, there are many other suitable terms. Because the intent
of information management is to improve understandtng important that everyone use the

same symbl, although others might be better understood. The alternative is the use of equally
good but different terms or other symbols by different commands or groups of specialists. This
hinders situational awareness

The aspectsf reality that are important must be defined. Because it is impossible to create
information about every aspect of every object, the specific items to be reported must be

identified. For example, is the weight of a truck important? What about itsgoover, number

of cylinders or the size of a bolt used in its door hinges? This is not a new concept. Itis the

basis for defining essential elements of informafoBEE|l s) , commander sdé cri ti
requirements (CCIRs), and priority information requiremé@ntRs). The eveincreasing

capabilities of computers to store and process informatidreverexpanding available

bandwidth to communicate information are often viewed as giving people the ability to know

and communicate everything. This is not true. Even with better computers and wider

bandwidth, requirements must still be defined.

Defining categories of information is different from defining specific information requirements
such as PIRs for a particular operation. Categories provide a list or franfewsplecific

pieces of information. Events in arpeular operation may not generate any information that
falls into a specific category. But failure to define a category will make it much more difficult to
acquire such information using compubersed decision support tools.

205. Consequences loicreasing Volumes of Information

The evefincreasing volume of information that has come with the advent of computers has
significant consequences for information management.

First, the capabilities th@&nabled increasing volumes of information have not increased the
ability of people to understand more information. Because of this, every information
management effort must address the reduction of large quantities of information to the five to
nine piees of information necessary for a decision maker.
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Second, because eveacreasing information volume requires an eweproving capability to
reduce information to the few important pieces that a decision maker needs, data reduction
capabilities must beontinually improved through the better use of softwarkis will be
possible only if information is properly formatted to facilitate the use of decision support
software.

Third, because communications systemwel as people need to be protected from information
overload effective information management must include methods to minimize the transmission of
information by facilitating the identification and transmission of onlyrif@mation required by a
recipient.

Fourth, it must be possible to distinguish information by its level of detail and intended user.
Examples: general information intended for use by a force commander and detailed information
intended and required fonaintenance officers or fire support coordinators.

206. Need for Information Managemeétiainning

As is true of many military tasks, preparation is essertrattiiccessful execution in information
management. As was noted earlier, the need to identify information requirements for a specific
operation is well understood and widely practiced using, among other techniques, CCIRs and
PIRs. These requirements aentified during the planning for a particular operation.

The better use of computer networks requires that commands create and update information
frameworls. These frameworks define the categories of information that enagdued.

Defining categories of required information is not new. It is completed separately for

publications, intelligence and general message traffic. However, foentic warfarg¢o be an
effectivereal t y, t he separate efforts that address d
must be combined into a single effort. This is becauseardtic warfare aims to unify separate
bodies of i nf or ma-pipedsystehd)f tiemt @ ad | £idn dgilsd olvedy ¢
The key to this unification is a common set of terms that are used by all members of an

organization when identifying, storing and retrieving information.
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PART 3: STRUCTURING INFO RMATION

207. Dividing Information to Find Situational Awareness

Probably the most important concept relevant to | Eie [Edt view Insert Formet Took Table window Help
structuring an effective information framewaskthe ‘D e — & <o
fact that people gain undegtandingoy working with O mepest Typing Clrley M
only a few pieces of information at one time. Facg| Mo Pest THPTe vz ~IB I U
with complex information, successful leaders brea

g b
into small pieces they can comprehend. The min ﬂh 1) Gy (GEr G

can absorb a lot of information givenaugh time, EE Paste Chrl4 Gl
but it can absorb and use only a very limited amo Paste Special. .. ' ' '
of information at one time. To master a complex Baste as Hyperiif
problem, people examine a little information at a -
. L . .. Clear Celete
time. The insights gained by examining each sm - - ol
batch of information are combined untidlly the " :
entire mass of information is understood. Similarly| - @& Eind... Chr+F
information categories are structured to resemble | | . Replace. .. Chrl+H
Nt r e@es . Go To... ChrlG
.- ~ - . ity
| nf or matoi qm ofvtirdeee sst r ucff
otherwise be unmanageable masses of informatio Obyect

The small top of an information tree lists five to nine most general categories of information.
Each of these general categories, in turn, is divided into five to nine parts. This continues down
the tree, wth more categories identified the further one moves down the tree. Computer
program taskbars and their drdpwn menus (illustrated above right) are examples of an
information tree and its application for managing computerized information.

The need to dide information into aggregations that an individual can comprehend leads to
specialization. Thus, a fire support coordinator uses the language of his specialty and an
information structure associated with the language. So too an intelligence offioperations
officer, a logistician, and other specialists use special languages and associated information
structures.

Because the domains of many military specialists overlap, any information framiabrk
includes inform#on from two or more specialties overlaps with some ideas expressed in two or
more treesising different terms. More on this concept will be addressed later.

208. Basic Elements of Military Information
The previous paragraph explained how and why information is divided into small, simple sets to

facilitate information management. This paragraph discusses information management elements
that military forces must address if leaderstarbave situational awareness
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The first military information elements that must be addressed are the answers to the following

guestions:

Where am 1?

Where are other friendly units?

Where is the enemy?

The second set ailitary information elements that must be addregeethe three categories
just listed are:

Unit

Each

Location

category

Time Activity

represented by a

creates information framewak These trees (1) convey the relationships between the
categories of informatioand (2) facilitate understandifiy minimizing the chancef
information overload If names and their definitions are arranged alphabetj@lxiconor
glossary is created. (A lexicon an alphabeticéihigsof the terminology used by specialists in

their field of knowledge.) The box at left below is an example of terms arranged conceptually

a framework. A lexicon box with the same information and simefmitions is shown at right

below.

b.

Information framework with
terms arranged to convey
a conceptual framework:

a. Surface Materials

(1) Dirt Road

(2) Cement Road

(3) Asphalt Road
Width

(1) Single Lane Road
(2) Two Lane Road
(3) Three Lane BRad
(4) Four Lane Road
(5) Six Lane Road
(6) Eight Lane Road

(7) Ten Lane Road

Lexicon:
Asphalt Road. A road covered with asphalt.
Cement Road. A road covered with cement.
Dirt Road. An unpaved road.
Eight Lane Road. A road divided into eight lanes.
Four Lane Road. A road divided into four lanes.

Road. A long narrow area prepared for and reserved fi
vehicle traffic.

Single Lane Road. A road with only a single lane.
Six Lane Road. A road divided into six lanes.

Surface Materials. The matter used to provide a base
upon which vehicles can movastly over terrain.

Ten Lane Road. A road divided into ten lanes.
Three Lane Road. A road divided into three lanes.
Two Lane Road. A road divided into two lanes.

Width. The distance between two sides of a road state
terms of rows or lanes focaommodating traffic.

1C

tedm and
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209. Accuracy

The purposes for which a piece of information
accuracy Because of this, a piece of infeaition needs to address not only basic concerns such

as the nature of the soil, the Il ength of the
considerations that allow users of the information to understand its accuracy. A location of an
enemp s radar that is accurate enough for wuse T
in miles) will be inaccurate to use for targeting the radar with a@R&d precision weapon

(i.e., an accuracy requirement of a few meters).

Remembealso that some information loses accuratth time. Information on the location of
an enemy tank unit is probably much less accurate a few days after it is initially located.

When users look at information on a compsiEeen or printed page, they need to understand
that the information may not be accurate. People understand this easily when reminded that
military deception is aimed at getting the other side to accept false information as true. People
also understandhis when reminded that a position given for an enemy armored unit in a week
old report may not be accurate. But, because of some quirk of human nature, people looking at
an icon representing an enemy armored unit on a computer map tend to acceptitimeguosit

the map as reality. Those with experience in computerized mapping often use the phrase

Aground trutho meaning the real physical worl
computer maps. Those with experience in using computer informatiatsarprone to use the
phrase Agarbag® in, garbage out

Thus, information should include supplementary data with which users of the information can
judge its accuracyIntelligence specialisthave long used such a system to inform information
users of (a) the reliability of the information source and (b) the probability that the information is
true. Footnotes in books and reports inform readers of the source of information. Mstadata
term now used to provide information on data sources, reliability, collection dates and more.
Metadata is data about data.

11
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210. Standardizatioof Information

Because information is most useful wheoan be shared, it must be standardized. W/ioade

standard meanings. Measurement units such as meters and ounces are standard. Monetary units
are standard. Means of identifying location are standardized with systems of street numbers,
street namegnd unique identifiers for towns and cities, zip codes and area codes.

Standardizatiommposes uniformity and order on what might otherwise be chaotic. At first

glance, uniformity may appear (1) not only desirabledtst essential and (2) easy to achieve.

If, however, one reflects on the fact that every situation has some aspect that makes it unique, it
becomes clear that there are limitations to standardization. The criteria used to create

information standards Widepend on the use envisioned for the information. Since each user

may have very different needs, a single standard will probably meet the needs of only a few users
whil e causing many userso6 requirements to be

That standardization has liteibecomes even clearer when one reflects on the fact that it is
possible to generate an infinite amount of data on almost any single thing. That is to say, since
information on something can have an infinite number of parts or elements, practical
consideations require that decisions be made on the elements of information that are most
important. For example, is it important to list and locate each tree in a forest, or is it adequate
just to provide an outline of a forest? Since information can beinigedny circumstances and
many ways, an effort to make every database record efzatdnk identical would probably

create large, unmanageable amounts of information. There will be certain core data such as
identification of an item (e.g., 12 tank) ad its location, time, and activity. A targeting

officer may be concerned with-72 battle damage assessments. An intelligence officer may
have concerns abouta7T2 6s wei ght and speed. Further, a
abouta¥7 2 6 s wsner and its place and date of manufacture.

The problems inherent in creating a data standard that meets all needs may suggest that there
should be no standard, but that is impractical. Without standardization, communications would
be impossible. Thibooklet would not serve its purpose of recording and passing ideas without
using words having standard meanings.

There needs to be a set of princidl@sguidance in achieving the necessary degree of
information standardization. These principles are:

Information should be tailored to the purpose for which it will be used.
Standardized systems should be used to categorize information as much as possible.

Standardizing information is a historically cleaging task that has been addressed for centuries.
Professionals in many varied disciplines such as science, mathematics, engineering, accounting,
law, medicine and government management have developed and maintained sets of standard
terminology and datalements. These structures of terminology and data are well developed and
hold great promise as guides for individual organizations that seek to create standardized
terminology and data element sets to meet their needs.

12
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211. Role of Specialist and Legadf Knowledge

Specialists were mentioned earlier. They deserve special attention because their roles and
importance are often questioned. Consider levels of knowledge. At one extreme is complete
ignorance of subject. At the other extreme is sophisticated knowledge of a subjdxtwieen

is the general understandiafithe informed layman. For an individual to be an effective

informed layman, he or she usually needsrtow and understand 30 to 100 basic concepts.

Most car drivers meet this test. They know how fill up their gas tank and have their engine fluids
checked. They know their vehicles need periodic maintenance and that their tires should be
inflated propery and have adequate tread. They also know to stop at red lights and drive on the
right side of the road. But, a driver who is an informed layman is neither ready to drive in a
stock car race nor to overhaul his car engine. Indeed, if an average ntotdrisis engine apart
without using a mechanicbébs manual or advice,

Similarly, any general user of information educated on the basics of a subject can usually make
skilled use of that information (just as a motorisbs to fill up his or her gas tank when the

gas gauge indicates neampty). But a general user can quickly get in trouble if he or she seeks
to make decisions based on information with which he has no background or understanding
Thus it is said that only a fool performs as his own lawyer in a trial.

There is no easily defined line that divides the information that can be intelligently used by the
informed layman from the information that requires the advice of aadsciThe effective use

of information has an element of art te & need for judgment that is developed over time and
with experience.

Also, there is not an easily defined line that divides information into levels of greater
generalization or greateetail. Dividing information about a specific subject into levels of
detail is easily demonstrated with maps of different scales showing the same area. Three
examples follow.

This smaliscalemap :E;/g !
shows a large area. o8 -

Only thefew categories fanat

7w

. / p EIkins  Fro lb 4
of information useful for o™ ; % SRAT P
intended users are " amohbinien | c, i/ e ”}f.d.}i.m L
shown (i.e., major i B : e
highways and state mond |8
boundaries). O el
Haza‘d\/ﬁ e 7
’;a sk A - RM " D
" ¢ 35K Hadtard «s-r/ - __Portsmauthial or'x(:lgklmaksaach
b o7 ) Martinsville* 0“0 b o 5 “pea ©
A R T ”"‘"“’ =sanove phpw e engein Ciy

13
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This map shows a smaller area with more detail. Breadth of vision is traded for greater detail.

This largescalemap shows an even smaller area, but with much more detail. Again, breadth of
vision is traded for greater detail.
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